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Abstract

We present a novel approach to extract structural infor-
mation from source code using state-of-the-art parser
technologies for natural languages. The parser technol-
0gy is robust in the sense that it guarantees to produce
some output, entailing that even incomplete or incorrect
source code as input will get some kind of analysis. This
comes at the expense of possibly assigning a partially
incorrect analysis for input free of errors. However,
an evaluation on source codes of the Java, Python and
C/C++ languages shows that the committed errors are
few i.e., our accuracy is close to 100%. The error anal-
ysis indicates that the majority of the errors remaining
are harmless.

1 Introduction

The first step in reverse-engineering is usually informa-
tion extraction. As long as the documents containing
the desired information (e.g., the source code of pro-
grams) adhere to a formal language (e.g., a program-
ming language), classic analysis techniques known
from the field of compiler construction may be applied
to construct formal models (e.g., abstract syntax trees).
This, however, is not always the case. First, the doc-
uments may be incomplete since they are under de-
velopment; still one wants to have development sup-
port from a reverse-engineering tool, e.g., checking the
conformance of the design documents with the devel-
oped program. Secondly, the documents may be erro-
neous; reverse-engineering tool support is then required
even more so. Thirdly, the documents may adhere to
a dialect of the formal language that has evolved in a
company or a special domain. This dialect is not un-
derstood by the standard information extractor of the
reverse-engineering tool. In all these cases, front-ends
in reverse-engineering tools loose a lot of information
or simply break. The novel approach presented here ap-
plies natural language parsing in order to produce syn-
tax trees under these more difficult circumstances.
Software analysis and reverse-engineering usually
have low priority and we face a lack of resources for
measurement and improvement — except in emergencies
when we observe the need for immediate results [22]. If
this is true, there is little chance to eliminate the afore-
mentioned problems by putting a lot of effort in careful
front-end designs covering even incomplete and erro-
neous documents of the source language and their di-

alects. Instead, adapting the information extraction to
the given information sources is on the critical path
from problem symptom detection to problem under-
standing (supported by reverse-engineering tools) and
problem solving.

We observe three objectives for information ex-
tractors: (i) they obviously need to be robust, i.e.,
they should always give a meaningful model even for
slightly incorrect and incomplete input. Not quite as
obvious, (ii) they ought to be developed rapidly for new
languages and dialects. Finally, (iii) they ought to be ac-
curate, i.e., they should give the correct analysis result
for a correct source document. However, due to further
abstraction of the source information and the fuzzy na-
ture of many reverse-engineering problems, 100% ac-
curacy is dispensable.

The rapid development of robust information extrac-
tors is of special interest for languages like C/C++ due
their numerous dialects in use [1]. Programmers using
a special dialect, who want to perform a program anal-
ysis on their codes, may accept approximated analysis
models and can live with the fact that analysis is not
100% accurate. The rapid development of robust fact
extractors can also be useful in analyzing new version
of a programming language such as for Java. An exist-
ing fact extractor for older versions based on a grammar
is unusable for the new version. Usually it requires a
large amount of programming or specification labor to
adapt to the new version. Existing robust fact extractors
for programming languages only work for small sets of
languages. Still, it requires a lot of manual work to port
them to other languages.

The natural language processing (NLP) community
has for many years developed information extraction
technology that is both highly accurate and completely
robust. Robustness is required since an exact formal
description of natural language is hard to define (if such
a description can exist at all). In NLP, fact extractors
for various natural languages and dialects can be con-
structed quite rapidly. This approach only needs cor-
rect examples of the source and the expected analysis
model. Then it automatically trains and adapts a generic
parser. It is, hence, less time consuming to adapt to a
new language provided such training data are available.
As we will show, training data for adapting to a new
programming language can even be generated automat-
ically.

In this paper, we adopt natural language parsing to in-
formation extraction from source code of programming
languages. The paper contributes with:
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Figure 1: Sentence with a dependency graph.

1. A methodology to 100% robust and highly accu-
rate information extraction from source codes, ef-
ficiently adapting to new languages, and

2. Experimental results for C/C++, Java, and Python
supporting our claims, especially, analyzing the
accuracy of the extracted information.

In detail, section 2 discusses related work and gives an
introduction to the information extraction tool. Sec-
tion 3 describes the preparation of the training exam-
ples necessary for the NLP parser applied here, while
section 4 presents the experiment results. Section 5
discusses related work in information extraction for
reverse-engineering. We end with conclusions and fu-
ture work in section 6.

2 NLP Background

The syntactic structure of formal languages, e.g., pro-
gramming languages, is defined using context-free
grammar containing both terminals and nonterminals.
This is also the case for natural languages. Dependency
structure is another way of representing the syntax of
natural languages. Dependency trees form labeled, di-
rected and rooted trees, as shown in the figure 1. One
essential difference compared to context-free grammar
is the absence of nonterminals. Another is that the
syntactic structure is composed of lexical tokens (also
called terminals or words) linked by binary and directed
relations called dependencies. Each token in the figure
is labeled with a word class, shown in the bottom of the
figure. Each dependency relation is also labeled, SUB
marks, e.g., the subject and OBJ the object.

The parsing algorithm, used in the experiments of
section 4, can produce such dependency trees. It is
in many ways similar to the shift-reduce parser for
context-free grammars, with the most apparent differ-
ence that terminals (not nonterminals) are pushed onto

the stack. Similar to the shift-reduce parser, the con-
struction of syntactic structure is created by a sequence
of transitions. It starts with an empty stack and termi-
nates when the input queue is empty. The algorithm has
a linear time complexity as it is guaranteed to terminate
after at most 2n transitions, given that the length of the
input sentence is n [26].

In contrast to a parser guided by a grammar (e.g. or-
dinary shift-reduce parsing for context-free grammars),
this parser is guided by a machine learning classi-
fier [27]. Hence, the parser requires benchmark data
(also known as training data) containing dependency
trees. In other words, the parser has a training phase
where the training data is used by the training mod-
ule in order to learn the correct sequence of transitions.
The training data that can contain dependency trees for
sentences of any language irrespectively of whether the
language is a natural of formal one, entailing that the
parsing algorithm is language-independent.

One consequence of guiding the parser using a classi-
fier — compared to using a grammar — is that it guaran-
tees that some kind of syntactic analysis will be pro-
duced even though the input does not conform to a
grammar. The price we have to pay for this robustness
is that any classifier is bound to commit errors even if
the input is acceptable according to a grammar. This is
among other things a result of the fact that the amount
of training data is finite.

3 General Approach

In section 2, we presented the parser for producing de-
pendency graphs for natural languages. Here we will
present how it can be used for producing syntactic struc-
ture for programming languages. Since the framework
requires training data in form of correct dependency
graphs, we need an approach for converting source code
to dependency graphs. The evaluation of the syntac-
tic structure produced by the parser is presented in sec-
tion 4.

Our general approach can be divided into two phases,
training and production. In order to be able to perform
both these phases in this study, we need to adapt natural
language parsing to the needs of information extraction
from programming language codes, i.e., we needed to
automatically produce training data. Therefore, we de-
veloped:

(a) Source Code = Syntax Tree: an approach to gen-
erate syntax trees for correct and complete source



codes of a programming language.

Syntax Tree = Dependency Graph: an adapta-
tion of an existing approach for encoding the syn-
tax trees as dependency graphs to programming
languages.

Dependency Graph = Syntax Tree: an adapta-
tion of an existing approach to convert the depen-
dency graphs back to syntax trees.

(b)

(©)

These approaches have been accomplished as presented
below. In phase (i), we need to train and adapt the
generic parsing approach to a specific programming
language. Therefore:

(1) Generate training data automatically by produc-
ing syntax trees and then dependency graphs for
correct programs using approaches (a) and (b).

(2) Train the generic parser with the training data.

This automated deployment phase (i) needs to be done
for every new programming language we adapt to. We
have done it for Java, Python and C/C++. Finally in
phase (ii), we extract the information from (not neces-
sarily correct and complete) programs:

(3) Parse the new source code into dependency
graphs.

(4) Convert the dependency graphs into syntax trees
using approach (c).

This automated production phase (ii) needs to be exe-
cuted for every project we analyze.

Phase (i) has already been discussed in section 2 for
parsing natural languages, and can be generalized to
parsing programming languages, once the approaches
(a)—(c) has been accomplished. Therefore, we present
steps (a)—(c) in the sections 3.1, 3.2, and 3.3, respec-
tively. Experimental results of phase (iii) are discussed
in section 4.

3.1 Source Code = Syntax Trees

The parsing algorithm described in section 2 has been
developed for parsing natural languages, which makes it
necessary to resolve a number of issues that arise when
the parser instead is adapted for source code as input.
One relatively unproblematic issue is how we define a
word in a programming language, where we will simply
let a word in a natural language be equivalent to a token
in a programming language. One slightly more prob-
lematic issue is how to define a “sentence” in source
code.

A natural language text syntactically decomposes
into a sequence of sentences in a relatively natural way.
But is there also a natural way of splitting source code
into sentences? The most apparent approach may be to
define a sentence as a compilation unit, that is, a file
of source code. This can however result in practical
problems since a sentence in a natural language text is
usually on average between 15-25 words long, partially
depending on the author and the type of text. The se-
quence of tokens in a source file may on the other hand
be much longer. Time complexity is usually in practice
of less importance when the average sentence length is
as low as in natural languages, but that is hardly the
case as when there can be several thousands tokens in a
sentence to parse.

Other approaches could for instance be to let one
method be a sentence. However, then we need to deal
with other types of source code constructions explicitly.
We have in this study for simplicity let one compilation
unit be one sentence. This is possible in practice due to
the linear time complexity of the parsing algorithm of
section 2, a quite unusual property compared to other
NLP parsers guided by machine learning with state-of-
the-art accuracy.

In order to produce training data for the parser for a
programming language, an analyzer that constructs syn-
tax trees for correct and complete source code of the
programming language is needed. We are in this study
focusing on Java, Python and C/C++ and consequently
need one such an analyzer for each language. For ex-
ample, figures 2 and 3 show the concrete syntax tree of
the following snippets of Java:

Example (1):
public String getName () {
return name;

Example (2):
while (count > 0) {
stack [-—count]=null;

}

All source code comments and indentation informa-
tion (except for Python where the indentation convey
hierarchical information) have been excluded from the
syntax trees. All string and character literals have also
been mapped to “string” and “char”, respectively. This
does not entail that the approach is lossy, since all this
information can be retained in a post-processing step, if
necessary. As pointed out by for instance [6], comments
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Figure 2: Syntax tree and dependency graph for Example (1).

and indentation may among other things be of interest
when trying to understand source code in reverse engi-
neering.

3.2 Syntax Trees = Dependency Graphs

Here we will discuss the conversion of syntax trees into
dependency graphs. Any context-free grammar can be
converted into a dependency grammar [15]. This means
that any syntactic tree based on context-free grammar
also can be converted into a well-formed dependency
graph.

We use a method that has been successfully applied
for natural languages for converting syntax trees into
a reconvertible dependency graph that makes it possi-
ble to perform the inverse conversion, where “recon-
vertible” means that information about the syntax tree
is saved in complex arc labels [13]. We also present
results in section 4 where the dependency graph can-
not be used for the inverse conversion, which we call a
non-reconvertible dependency graph.

The conversion is performed in a two-step approach.
First, the algorithm traverses the syntax tree from the

root and identifies the head-child and the terminal head
for all nonterminals in a recursive depth-first search.
To identify the head-child for each nonterminal, the al-
gorithm uses heuristics called head-finding rules. Two
head-finding strategies have been investigated. For each
nonterminal:

1. Let the leftmost terminal child be the head of all
other element in the nonterminal. If no terminal
child can be found, the head-child of the nonter-
minal will be the leftmost nonterminal child and
the terminal head will be the terminal child of the
head-child recursively.

2. Let the leftmost terminal in the entire subtree of
the nonterminal be the head of all other elements.

The dependency graphs in figures 2 and 3 use the sec-
ond head-finding strategy, which for instance induces
that all arcs are pointing to the right. Second, a depen-
dency graph is created according to the identified ter-
minal heads. The arcs in the reconvertible dependency
graph are labeled with complex arc labels, where each
complex arc label consists of two sublabels:
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Figure 3: Syntax tree and dependency graph for Example (2).

1. Encode the dependent spine, i.e., the sequence of
nonterminal labels from the dependent terminal to
the highest nonterminal where the dependent ter-
minal is the terminal head (the nonterminal labels
are separated by |),

2. Encode the attachment point in the head spine, a
non-negative integer value a, which means that the
dependent spine is attached a steps up in the head
spine.

By encoding the arc labels with these two sublabels, it
is possible to perform the inverse conversion and how
this done is explained in subsection 3.3.

The non-reconvertible dependency labels allow us to
reduce the complexity of the arc labels, making the
learning problem simpler due to fewer distinct arc la-
bels. This may result in a higher accuracy during pars-
ing and can be used as input for further processing di-
rectly without taking the detour back to syntax trees.

This can be motivated by the fact that all informa-
tion in the syntax trees is usually not needed anyway
in many reverse engineering tasks. Each dependency
arc is the highest nonterminal name of the spine, that
is, the single nonterminal name that is closest to its
head. The non-reconvertible dependency label also ex-
cludes the attachment point value, making the learning
problem even simpler. Figures 2 and 3 show the non-
reconvertible dependency labels of the syntax trees in
the same figures, where each label contains just a single
nonterminal name of the original syntax trees.

3.3 Dependency Graphs = Syntax Trees

The inverse conversion is a bottom-up and top-down
process on the reconvertible dependency graph (must
contain complex arc labels). First, the algorithm visits
every terminal in the reconvertible dependency graph
and restores the spines of nonterminals with labels for



each terminal using the information in the first sublabel
of the incoming arc. Thus, the bottom-up process re-
sults in a spine of zero or more arcs from each terminal
to the highest nonterminal of which the terminal is the
terminal head. Secondly, the spines are weaved together
according to the arcs of the dependency graph. This
is achieved by traversing the dependency graph recur-
sively from the root using a pre-order depth-first search,
where the dependent spine is attached to its head spine
or to the root of the syntax tree. The attachment point
a, given by the second sublabel, specifies the number of
nonterminals between the terminal head and the attach-
ment nonterminal.

4 Experiments

We will in this section present the parsing experiments
and evaluate the accuracy of the syntax trees produced
by the parser. As mentioned in section 2, the parsing
algorithm is robust in the sense that it always produces
a syntactic analysis no matter the input, but it can com-
mit errors even for correct input. This is investigated
in the subsequent error analysis. But we begin with the
experimental setup.

4.1 Experimental Setup

The open-source software MaltParser (maltparser.org)
will be used in the experiments as the information ex-
traction tool producing syntax trees. It contains an im-
plementation of the parsing algorithm, as well as an
implementation of the conversion strategy from syntax
trees to dependency trees and back, presented in sub-
sections 3.2 and 3.3. It comes with the machine learner
LIBSVM [5], producing the most accurate results for
natural language parsing compared to other evaluated
machine learners [14]. LIBSVM requires training data,
where source files of the following projects have been
converted into dependency graphs.

e For Java: Recoder 0.83 [11] were used, using
all source files in the directory “src” (having 400
source files with 92k LOC and 335k tokens).

e For C/C++: Elsa 2005.08.22b [21], where 1389
source files were used, including the 978 C/C++
benchmark files shipped in the distribution (thus
comprising 1389 source files with 265k LOC and
691k tokens).

e For Python: Natural Language Toolkit 0.9.5 [3],
where all source files in the directory “nltk” were
used (having 160 source files with 65k LOC and
280k tokens).

To construct the syntax tree for the source code file of
Recoder, we have used Recoder. It creates an AST for
source file, but we are currently interested in the con-
crete syntax tree with all the original tokens. In this
first conversion step, the tokens of the syntax trees are
thus retained. For example, the syntax trees in figures 2
and 3 are generated by Recoder.

The same strategy was adopted for Elsa with the dif-
ference that CDT 4.0.3, a plug-in to the Eclipse IDE
to produce syntax trees for source code of C/C++, was
used for producing the abstract syntax trees.! It pro-
duces abstract syntax trees just like Recoder, so the con-
crete syntax trees have also been created by retaining
the tokens.

The Python 2.5 interpreter is actually shipped
with an analyzer that produces concrete syntax trees
(using the python imports from _ast import
PyCF_ONLY_AST and import parser), which we
have utilized for the python project above. Hence, no
additional processing is needed in order prepare the
concrete syntax trees as training data.

For the experiments, the source files have been di-
vided into a training set 7" and a development test set
D, where the former comprises 80% of the dependency
graphs and the latter 10%. The remaining 10% (F) has
been left untouched for later use. The source files have
been ordered alphabetically by the file names including
the path. The dependency graphs have then been dis-
tributed into the data sets in a pseudo-randomized way.
Every tenth dependency graph starting at index 9 (i.e.
dependency graphs 9, 19, 29, ...) will belong to D,
and every tenth dependency graphs starting at index 0
to F, while the remaining graphs constitute the training
setT.

4.2 Metrics

The standard evaluation metric measuring accuracy for
dependency parsing for natural language is labeled
(AS}) and unlabeled (ASy) attachment score. ASy
measures how correct the dependency structure is, and

11t is worth noting that CDT failed to produce syntax trees for
2.2% of these source files, which were consequently excluded from
the experiments. This again indicates the difficult of parsing C/C++
due to its different dialects.



is the ratio of tokens attached to its correct head. ASy,
is the same as ASy with the additional requirement that
the dependency label should be correct as well.

The standard evaluation metrics for parse trees for
natural languages based on context-free grammar is F-
score, the harmonic mean of precision and recall. The
evaluation metrics compare subtrees derived from the
test data with those derived from the parser. A sub-
tree in the parser output matches a subtree in the test
data when they span over the same terminals in the in-
put string. Recall is the ratio of matched subtrees over
all subtrees in the test data. Precision is the ratio of
matched subtrees over all subtrees found by the parser.
F-score comes in two versions, one unlabeled (Fy;) and
one labeled (Fy,), where each correct subtree in the lat-
ter also must have the correct nonterminal name.

4.3 Results

We will here present the parsing results. Table 1 shows
the parsing accuracies for the conducted experiments,
with one language per row. The RECON columns show
ASy and AS; with the reconvertible dependency la-
bels. The ST columns show the F-score for the con-
crete syntax trees, whereas the NON-RECON columns
present the figures using non-reconvertible dependency
labels. As mentioned in section 3.2, a number of differ-
ent head-finding strategies have been evaluated, and the
presented figures use the best ones.

We are not aware of any similar studies for program-
ming languages so we start by comparing the results to
natural language parsing. First of all, the accuracies for
dependency structure in the RECON columns are better
than figures reported for natural languages. Some nat-
ural languages are easier to parse than others, and the
parsing experiments in [12] for dependency structure
indicate that English and Chinese are relatively easy,
with AS, close to 89% and ASy around 87%. We see
that the highest accuracies are recorded for Java and
the lowest for C/C++. For a large number of reverse
engineering and program comprehension tasks, all re-
sults are likely to be sufficiently high. This statement
is strengthened by the errors analysis in subsection 4.4,
indicating that many of the errors are harmless.

Turning our attention to the ST columns, the relation-
ship between the programming languages is the same
as for RECON, with Java having the highest accuracy.
Again, we are not aware of any similar studies for pro-
gramming languages, but compared to parsing German,
with Fyy = 81.4% and Fr, = 78.7%, and Swedish, having

Fy =76.8 and Fr, = 74.0 [13], the figures reported here
are way better. It is however worth noting that natural
languages are more complex and less regular compared
to a programming language. On the other hand, some
syntactic constructions can be difficult for a data-driven
parser in case the feature model in not able to capture
the necessary information in order to resolve them, such
as pairwise matching brackets. We conjecture again that
these figures are sufficiently high for a large number of
reverse engineering and program comprehension tasks.

As mentioned in section 3, the advantage of produc-
ing concrete syntax trees is that well-know techniques
in reverse engineering and program comprehension can
be applied in order to perform program analysis. How-
ever, since a lot of information often is abstracted away
from the concrete syntax trees in these tasks. It is there-
fore of interest if the amount of information that the
parser produces can be reduced in order to simplify the
learning problem, which could increase the accuracy
for the dependency structure even though a conversion
back to concrete syntax trees is no longer possible. It
is therefore noteworthy that the accuracy for Java using
NoON-RECON increases up to 99.7% for ASyy and above
99% for ASy. These results indicate that it can be of
interest to use this output instead of the concrete syn-
tax trees for Java. The accuracy for does not increase
for Python and C/C++ using NON-RECON compared
to ST, entailing the additional information is actually of
importance for the feature model, despite a more com-
plex the learning problem.

The analysis time has not been prioritized in this
study, and the time for the figures of the Java code was
about 2 source files per minute, with similar analysis
time for Python and C/C++. However, there are several
optimization techniques already implemented in Malt-
Parser for reducing the time. Experiments on natural
languages show that optimization push parsing speed
often below 10%.

4.4 Error Analysis

This subsection will study the result for Java with NON-
RECON, in order to get a deeper insight into the types
of errors that the parser causes. Specifically, the label-
ing mistakes caused by the parser are investigated here.
This is done by producing a confusion matrix based on
the dependency labels. That is, how often does a parser
think that an arc has the label X when it in fact should
have been the label Y. This is shown in table 2 for



RECON ST NON-RECON
ASy ASp | Fy  Fgp ASy  ASp

Java 98.7 97.6 | 99.5 97.8 || 99.7 99.1

Python || 96.5 958 | 983 982 | 96.3 95.6

C/C++ || 943 93.6 | 96.5 96.1 || 93.7 932

Table 1: Parsing Results.

Freq. | Correct Label Parsing Label The whole expression should be labeled with as a binary
66 FieldReference VariableReference operator whereas it is labeled as a MethodReference or
25 VariableReference  FieldReference FieldReference instead. The references actually occur
12 MethodDeclaration  LocalVariableDeclaration i, the Jeft-hand side sub-expression of the binary oper-
9 Conditional FieldReference : . .
5 NotEquals MethodReference ators. This means that subexpressions and bracketing
4 Plus MethodReference were recognized correctly but, the type of the top ex-
4 Positive " pression node was mixed up. Extending the lookahead
4 LessThan FieldReference of the input queue, making it possible for the classifier
4 GreaterOrEquals FieldReference in the parser to look at even more yet unparsed tokens,
4 Divide FieldReference might be one possible solution. However, these errors
4 Modulo FieldReference are by and large relatively harmless anyway. Hence, no
4 LessOrEquals FieldReference correction is taken.

Table 2: Confusion matrix for Java with NON-RECON.

the 15 most common errors, ordered by descending fre-
quency of error types.

Looking at the two most frequent errors, we conclude
that the parser confuses the labels FieldReference and
VariableReference. A FieldReference refers to a class
attribute whereas a VariableReference could refer to ei-
ther an attribute or a local variable. The parser mixes a
reference to a class attribute with a reference that could
also be a local variable or vice versa. This is an error
that type- and name-analysis can easily resolve. On the
use-occurrence of a name (reference), analysis looks up
for both possible define-occurrences of the name (dec-
laration), first a LocalVariableDeclaration and then a
FieldDeclaration, and uses the one that is found first.

Another type of confusion involves declarations,
where a MethodDeclaration is misinterpreted as a Lo-
calVariableDeclaration. This type of error can be
resolved by a simple post-processing: a LocalVari-
ableDeclaration followed by opening parenthesis (al-
ways recognized correctly) is a MethodDeclaration.

Errors that involve binary operators, e.g., Condi-
tional, NotEqual, Plus, are at rank 4 and below in the
list of the most frequent errors. They are likely a re-
sult of the incremental left-to-right parsing algorithm.

Figure 4 displays some typical mistakes for the input

return

(fw.unitIndex unitIndex &&
fw.unitIndex.equals (unitList));

The parser mixes up a ParenthesizedExpression with
a Conditional, a boolean ParenthesizedExpression only
occurring in conditional statements and expressions,
which is forgivable. Then it incorrectly assigns the label
Equals to the arc between the first left parenthesis and
the first fw instead of the correct label LogicalAnd. It
mixes up the type of the whole expression, an Equals-
is taken for an LogicalAnd-expression, which is for-
givable, as well. Finally, the two FieldReferences are
taken a more general VariableReferences, which is cor-
rectable as discussed.

It is also noteworthy that the parsing errors, cor-
rected or not, are abstracted away in subsequent anal-
yses as commonly used in program comprehension.
For instance, without any further correction in a post-
processing step, the two inheritance graphs, the correct
one and the one constructed using the not quite correct
parsing results, are identical.

4.5 Parsing Source of a C Dialect

As mentioned in the introduction, one benefit of this
approach is that one rapidly can produce an analysis
of source code of a C dialect using the above parser
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Figure 4: Typical errors by NON-RECON.

trained on another C dialect. This can be of impor-
tance for companies which does not have the time and
effort to construct a specialized fact extractor for their
specific compiler. Hence, one additional experiment
has been performed to get a rough estimation on how
high accuracy we can expect for C project written in
a C dialect, when the dependency parser has not been
trained on source code for that dialect. Here the parser
was trained using five different C/C++ projects (includ-
ing Elsa) which in total generated 1590 concrete syntax
trees having 859k tokens.

As a use case, we have evaluated the accuracy on a
project with “real world” source code for a local com-
pany that uses such a compiler for a specialized C di-
alect. Their compiler uses among other things addi-
tional keywords. It is again worth noting that CDT
failed to produce syntax tree for 9 of 85 source files
(with 71k LOC) of the project, that is 4.5%, which
partly is due to problems of CDT coping with this C
dialect. The test data in this case is the remaining 76
source files, having 153k tokens in total.

The accuracy for this experiment is F;=94.9 and
F1=94.2, which is slightly lower than for the above pre-
sented result for C/C++, but still high enough to be use-
ful. The drop in accuracy is expected partly because the
various coding styles that different programmers use in
the source code of training data compared to the source
code of the test data. We find these results useful as they
are, as the accuracy for the remaining 4.5% of the code
is likely more or less as high. However, since we are

unable to produce the correct syntax trees using CDT,
we cannot present their accuracies.

S Related Work in Reverse Engi-
neering

Front-ends for formal languages have been known for
many years. It is an established practice to implement
them in a pipelined architecture with scanner, parser
and semantical analysis components accepting a reg-
ular superset of the language, a context-free superset,
and the actual language, respectively (cf. text books on
compiler construction, e.g. [31]). While this established
architecture and design technology simplifies front-end
(re-)engineering, it is still a difficult and time consum-
ing task.

All three components and complete front-ends can
be generated out of appropriate specifications: regular
expressions (scanner), context free grammars (parser),
and attributed grammars (semantic analysis) including
the generation of error stabilization for parsers [16].
Generator technology simplifies front-end development
even more. Still front-end (re-)engineering requires the
understanding of complex specification languages and
defining/modifying complex specifications. Moreover,
error stabilization often throws away large parts of the
source — it is robust but does not care about maximizing
accuracy.

Breadth-First Parsing [28] was designed to provide



better error stabilization then traditional parser (gener-
ators) provide. It uses a two phase approach: the first
phase identifies high-level entities — the second phase
parses the structure with these entities as root nontermi-
nals (axioms).

Fuzzy Parsing [18] was designed to efficiently de-
velop parsers by performing the analysis on selected
parts of the source instead of the whole input. It is spec-
ified by a set of (sub-)grammars each with their own
axioms. The actual approach is then similar to Breadth-
First Parsing: it scans for instances of the axioms and
then parses according to the grammar. It makes pars-
ing more robust in the sense that it ignores source frag-
ments — including missing parts, errors and deviations
therein — that subsequent analyses abstract from any-
way. A prominent tool using the fuzzy parsing approach
for information extraction in reverse-engineering tools
is Sniff [4] for analyzing C++ code.

Island grammars [23] generalize on Fuzzy Parsing.
Parsing is controlled by two grammar levels (island
and sea) where the sea-level is used when no island-
level production applies. The island-level corresponds
to the sub-grammars of fuzzy parsing. Island grammars
have been applied in reverse-engineering, specifically,
to bank software [24].

Syntactic approximation based lexical analysis was
developed with the same motivation as our work: when
maintenance tools need syntactical information but the
documents could not be parsed for some reason, hier-
archies of regular expression analyses could be used to
approximate the information with high accuracy [25, 8].
Their information extraction approach is characterized
as “lightweight” in the sense that it requires little speci-
fication effort.

A similar robust and light-weight approach for in-
formation extraction constructs XML formats (JavaML
and stcML) from C/C++/Java programs first, before fur-
ther processing with XML tools like Xpath [2, 6]. It
combines lexical and context free analyses. Lexical pat-
tern matching is also used in combination with con-
text free parsing in order to extract facts from semi-
structured specific comments and configuration speci-
fications in frameworks [17].

There is documentary information in source code in
addition to its formal structure according to a program-
ming language [30], e.g., contained comments and in-
dentation. Information extraction for reverse engineer-
ing and program comprehension ought not to loose this
information. It is therefore deliberately captured in for-
mats like JavaML and srcML. Our approach is not lossy

in this respect either, since all this information can be
retained in a post-processing step, if necessary.

TXL is a rule-based language defining information
extraction and transformation rules for programs in for-
mal languages [7]. It allows to incrementally extend the
rule base and to adapt to language dialects and exten-
sions. As the rules are context-sensitive TXL goes be-
yond the lexical and context-free approaches discussed
before.

General NLP techniques have been applied for ex-
tracting facts from general source code comments to
support the understanding of programs [9]. Comments
are extracted from source code using classic lexical
analysis; additional information is extracted (and then
added) with classic compiler front-end technology.

NLP has also been applied to other information ex-
traction problems in reverse-engineering: to analyze
unstructured, large information sources. For instance,
it is used to reverse-engineer requirement specifica-
tions [29], in clone detection [19], and to connect pro-
gram documentation to source codes [20].

While structured reverse-engineering techniques
have been applied to unstructured information sources,
e.g., to program documentation [10], to the best of our
knowledge, our work is the first applying natural lan-
guage parsing to information extraction from formally
structured information sources. The fundamental differ-
ence of our approach compared to lexical, context-free,
and -sensitive approaches (and combinations thereof)
is that we use automated machine learning instead of
manual specification for defining and adapting the in-
formation extraction.

6 Conclusions and Future Work

We applied a natural language parsing techniques to in-
formation extraction from formally structured informa-
tion sources, such as programs. It offers robustness as it
always produces some output even for incorrect input,
at the price of a small amount of errors even for correct
input. Experiments even showed that, applied to Java,
C/C++, and Python, the accuracy of parsing is close to
100%. Furthermore, the detailed error analysis showed
that the errors left are often simple mistakes which are
forgivable (since they are abstracted from in later pro-
cessing phases of reverse-engineering) and easily cor-
rectable. The advantage of our approach over robust
information extractors used so far is its rapid adaptabil-
ity to new languages: instead of explicitly specifying
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the information extractor using (grammar and transfor-
mation) rules, we automatically generate the language
specific information extractor using machine learning
and training of a generic parsing approach. The training
data can be generated automatically, as well. This could
increase the development efficiency of parser variants
since, no language specification, only examples are to
provide.

Besides efficient information extractor development,
efficient parsing itself is important in many applica-
tions. This is of less importance for natural language
parsing since sentences are on average relatively short.
Applied to programs which can easy contain several
millions lines of code, a parser with more than linear
time complexity is not acceptable. Our generic parser
is linear (in contrast to many other natural language
parsers) and processes example programs in acceptable
time, as our experiments showed. In fact, the best re-
sults presented here beat the best parsing results for nat-
ural languages with a wide margin.

Although these results are promising, they are only
the first step towards natural language parsing leverag-
ing on information extraction for reverse-engineering.
Our next step is to connect extracted results with client
analyses, e.g., software metrics and architecture recov-
ery. In fact, only in terms of these client analyses, we
can ultimately evaluate the accuracy of our approach.

In practice, we want to apply our approach to more
dialects of C/C++. We aim at experimentally evaluating
the accuracy when analyzing correct, incomplete, and
erroneous programs for both standard C and its dialects.
The experiments with C/C++ presented in this paper are
only a first step towards this goal.

The application of natural language parsing for in-
formation extraction from formal language codes has
the potential of a seamless integration with information
extraction from natural language documents e.g., doc-
umentation and comments. This remains to be investi-
gated in the future.
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